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BIOMETRICS POLICY 

  

 

INTRODUCTION 

 

Biometric technology describes the range of technologies used to measure, analyse and record one or 

more of these unique characteristics. The technology is generally used to support processes which require 

confirmation of identity. Typically such processes involve: 

 

• Registration of authentication of identity (for example the recording of a fingerprint as belonging 

to a certain person); 

• Allocation of entitlements to people who have registered; 

• Subsequent verification of identity; 

• And, sometimes, identification of a person. 

 

Biometric information is information about someone’s physical or behavioural characteristics that can be 

used to identify them. There are a number of possible biometrics, including a digital photograph, fingerprint 

or hand shape. As part of identity management systems at Buxton School we will record a biometric 

measurement taken from a finger, but not fingerprint image.  

 

These systems work in the following way. A numerical value is derived from a person’s fingerprint when it 

is first placed on the reading device. It is this numerical value which is then stored. Each time a person’s 

fingerprint is subsequently re-read., a numerical value is again generated. This is compared with the set of 

stored values, uniquely identifying the person within the school population if a match is found.   

With such an approach the original ‘fingerscan’ cannot be reconstructed from the data. It is not possible to 

recreate a pupil’s fingerprint or even an image of a fingerprint from what is effectively a string of numbers. 

 

 

DATA PROTECTION 

 

Schools that use pupils’ biometric data must treat the data collected with appropriate care and must 
comply with the data protection principles as set out in the Data Protection Act 1998. Where the data is 

to be used as part of an automated biometric recognition system, schools must also comply with the 

additional requirements in sections 26 to 28 of the Protection of Freedoms Act 2012. 

 

Schools must ensure that each parent of a child is notified of the school’s intention to use the child’s 

biometric data as part of an automated biometric recognition system. The written consent of at least one 

parent must be obtained and applies to all pupils in schools and colleges under the age of 18.  Schools must 

provide reasonable alternative means of accessing services for those pupils who will not be using an 

automated biometric recognition system. 
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BUXTON SCHOOL POLICY ON THE USE OF BIOMETRIC TECHNOLOGY 

 

This policy has been prepared with reference to the Information Commissioner’s Office report on 

Biometrics in Schools V1.1 August 2008 and the Data Protection Act 1998. 

 

Buxton School uses biometric technology in a variety of ways including cashless catering and library book 

issue. Future uses may include access and exit rights to school buildings, pupil registration and printing 

facilities. A policy is required because of the data protection issues raised by fingerprint scanning. We 

believe that biometric technology offers many advantages including removing the need for pupils to bring 

money to school to pay for lunch and reducing the opportunity for bullying and theft. Pupils in receipt of 

free school meals are not identifiable and pupils no longer need to remember to bring their library 

membership cards in order to borrow books.   

 

Our chosen solution allows us to use a secure database holding biometric data for use with a range of 

services. This means we will store the least amount of data as possible. This reduces the risk of loss of 
data. The data that is held cannot be used by any other agency for any other purpose. 

 

The school will not use the biometric information for any purpose other than that stated above. The 

school will store the biometric information collected securely in compliance with the Data Protection Act 

1998. The school will not share this information with anyone else and will not unlawfully disclose it to any 

other person. 

 

All pupils and staff joining the school are to be issued with information about the nature of the fingerprint-

based system and what personal data is stored by the system: 

 

• Responsible for providing and updating the information: School Business Manager 

• Responsible for informing new pupils: Assistant Headteacher with responsibility for admissions 

• Responsible for informing new staff: Headteacher’s PA 

 

We acknowledge that some pupils and/or their parents or staff may simply feel uncomfortable about giving 

fingerprint-based data.  In this event, a pupil or member of staff has the option not to use this method and 

in this case an alternative form of identification will be available. 

 

 

 

 

Annexes:  

A  –  The Data Protection Principles  

B – Letter to parents/guardians informing them of the purpose of scanning pupils’ fingerprints
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Annexe A: Data protection principles 
 

 

The Data Protection Act 1998 includes eight data protection principles with which data controllers must 

comply.   
 

 

Schedule 1 to the Data Protection Act lists the data protection principles in the following terms:  

1. Personal data shall be processed fairly and lawfully and, in particular, 

shall not be processed unless – 

 

(a) at least one of the conditions in Schedule 2 is met, and 

 

(b) in the case of sensitive personal data, at least one of the conditions 

in Schedule 3 is also met. 

2. Personal data shall be obtained only for one or more specified and 

lawful purposes, and shall not be further processed in any manner 

incompatible with that purpose or those purposes. 

3. Personal data shall be adequate, relevant and not excessive in relation to 

the purpose or purposes for which they are processed. 

4. Personal data shall be accurate and, where necessary, kept up to date. 

5. Personal data processed for any purpose or purposes shall not be kept 

for longer than is necessary for that purpose or those purposes. 

6. Personal data shall be processed in accordance with the rights of data 

subjects under this Act. 

7. Appropriate technical and organisational measures shall be taken against 

unauthorised or unlawful processing of personal data and against 

accidental loss or destruction of, or damage to, personal data. 

8. Personal data shall not be transferred to a country or territory outside 

the European Economic Area unless that country or territory ensures 

an adequate level of protection for the rights and freedoms of data 

subjects in relation to the processing of personal data. 
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Annexe B: Letter to Parents 

 

 

 

Dear Parent or Guardian,  

Biometric System 

I am excited to inform you that we will be implementing a new student recognition system using 

biometrics at Buxton School.  This will allow us to make the best use of efficient systems such as cashless 

catering, library software, print and copy cost control, access control and registration systems. 

We expect this system to improve the services we are able to offer students and staff significantly, with 

benefits including: 

• Improved security for handling cash transactions in the school 

• Reduction in administration time and cost dealing with lost or forgotten cards/passwords/PINs 

• Reduction in opportunities for bullying as there is nothing that can be stolen for use by another 

student  

• Children will not have to remember to bring a card 

• Reduction in queuing time 

 

This is a technology that is already used successfully by thousands of schools and as a leadership team we 

are convinced that this is the right way forward for Buxton School. We are keen to provide an opportunity 

for parents and guardians to find out more about the system and answer any questions they may have.  

We would like to make it clear that Buxton School will comply at all times with Data Protection Act and 

with the provisions of the Protection of Freedoms Act 2012 (which came into force in September 2013) 

regarding the use of biometric data. In order for your child to use the biometric system, one parent or 

guardian will need to read, sign and return the attached form. We will also offer an opportunity to opt out 

for those pupils who, upon consideration, would prefer to use alternative forms of identification.  Although 
this would be a slower process for students, we will ensure that an alternative exists for those that opt 

out. 

Further information about biometrics systems is enclosed. 

If you would like more information or the chance to discuss this further, please feel free to contact me.  

Yours faithfully 

 
Kathleen Wheeler 

Executive Head Teacher 
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IMPORTANT NOTES FOR PARENTS 

Background to the use of biometrics in school 

 

For the sake of clarity, biometric information is information about someone’s physical or behavioural 

characteristics that can be used to identify them. There are many possible biometrics, including for 

example, a digital photograph, fingerprint, or hand shapes.  As part of our identity management systems, 

we will record a biometric measurement taken from a finger, but not a fingerprint image. The information 

is stored in a highly secure database and will only be used by the school to confirm who is using a range of 

services.  In future we may use other biometric services where appropriate.  

Our chosen solution allows us to use a secure database holding biometric data for use with a range of 

services. This means we will store the least amount of data possible.  This reduces the risk of loss of data. 

The data that is held cannot be used by any other agency for any other purpose. 

The school will not use the biometric information for any purpose other than that stated above. The 

school will store the biometric information collected securely in compliance with the Data Protection Act 

1998. The school will not share this information with anyone else and will not unlawfully disclose it to any 

other person.  

Current Legislation – The Protection of Freedoms Act 2012 

This legislation requires schools to:  

• Inform parents about the use of the biometric systems in the school and explain what applications 

use biometrics. 

• Receive written permission from one parent if the school is to process biometric information for 

their child. 

• Allow children to choose an alternative way of being identified if they wish. 

• Children under 18 who do not have permission by September 2013 will not be able to use existing 

or new biometrics when using services in the school. 

 

If you do not wish your child to use the biometric system or your child chooses to use an alternative form 

of identification we will provide reasonable alternative arrangements that allow them to access current and 

future services. 

Should you agree to the processing of your child’s biometric information, it is important that you return 

the signed consent form below as soon as possible. Please note that when he/she leaves the school, or if 

for some other reason he/she ceases to use the biometric system, his/her biometric data will be 

permanently deleted.  

If you would like to discuss this in more detail, please contact the school. 
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CONSENT FORM FOR THE USE OF BIOMETRIC INFORMATION IN SCHOOL 

Please complete this form if you consent to your child using biometric systems until he/she leaves the 

school.  

Once your child ceases to use the biometric recognition system, his/her biometric information will be 

securely and permanently deleted by the school. 

____________________________________________________________________ 

I give consent to the school for the biometrics of my child (please print name) 

________________________________ Form Group__________ to be used by Buxton School for 

use as part of a recognition system as described above. 

I understand that I can withdraw this consent at any time in writing. 

Name of Parent: ………………………………………………………………………….. 

Signature: ……………………………………………………………………… 

Date: …………………… 

Please complete this form and ask your child to post it in the secure box (marked Biometric Consent 

Forms) outside Student Services by Friday 9th May latest. 

 

 

 


